
The California Consumer Privacy Act (CCPA) went into effect January 1, 2020. In March 2021, new additions were approved which 
introduced changes that further streamlined the opt-out request process. This groundbreaking legislation creates new consumer 
rights relating to the collection, processing, and retention of personal information obtained by businesses. One area where businesses 
may see impact is in the M&A lifecycle. To help you ensure compliance and minimize risks, we have developed a CCPA checklist to use 
when selecting your next data room. While this checklist is as up-to-date as possible, please note that the CCPA is continuously being 
revised, so some requirements may change. 

CCPA Data Room Checklist

Does the data room have independent certifications to evidence its adherence to data security? Yes No

Does the data room provide a granular document security and robust audit trail down to the page level? Yes No

Does your data room partner have a data retention policy that requires deletion of documents upon 
project closure? Yes No

Does your data room partner maintain a Data Subject Access Request process? Yes No

Does your data room partner have a security breach response plan and team in place? Yes No

CCPA checklist for data rooms
How to choose the right service provider for due diligence to support new regulatory  
and compliance requirements



CCPA Data Room Checklist Continued

Does your data room store data within the United States? Yes No

Does your data room partner regularly carry out Data Privacy Impact Assessments (DPIA)? Yes No

Is your data room partner’s staff regularly trained to handle data in a secure, confidential,  
and compliant manner? Yes No

Does the data room maintain Redaction functionality, minimizing disclosure of non-relevant personal 
information and maintaining documents and information in one location? Yes No

Does the data room maintain Q&A functionality that is managed, tracked and audited within the data 
room, centralizing deal communications? Yes No

The CCPA is the first privacy regulation of its kind in the U.S., however several states have introduced their own privacy  
legislations including the Virgina Consumer Data Protection Act and the Colorado Privacy Act which passed into law in 
2021. Organizations need to consider these regulatory and compliance requirements today, even if they are not handling 
personal information of California residents. 
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#wheredealsaremade

If you have a new transaction on the horizon and want to speak to us about our compliance or any other matter, please feel 
free to contact us at info@datasite.com or www.datasite.com.

 Datasite processes documents confidentially and for the sole purpose of providing the services.

 Datasite is ISO 27001:13 certified, SOC 2 Type II attestation.

 Datasite regularly conducts mandatory Security Awareness and Data Privacy training for all employees.

 Datasite will return or delete all content upon project closure.

 Datasite has an incident response process in place that requires notification of the proper parties in the unlikely case  
of a breach or privacy incident.

 Datasite will notify customers upon any request or complaints recieved from the data subject and collaborate on any 
necessary investigation and response.

 Datasite maintains standalone Data Processing Agreements that allow new and existing clients to us Datasite in 
compliance with CCPA requirements.

 Datasite maintains redaction and Q&A functionality to centralize the due diligence process and minimize  
unnecessary disclosures.

Why do dealmakers trust Datasite?


