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Not all cloud technologies
measure up

The private equity landscape is changing. As firms face
stronger competition for investments, often against new
competitors from abroad and/or outside the industry, the
need to secure confidential information and documents
in real time has never been more critical. In recent years,
cloud storage and file-sharing services have become
popular resources for private equity firms handling
sensitive data as part of their fund-raising, due diligence
and company/investor communication activities.
But not all cloud-based technologies are created secure
— even if they claim to be. Just as physical repositories
have proven to be vulnerable to external threats, so too
are underpowered and insecure cloud solutions, some
of which are stretched far beyond their intended uses.
Is this true with every provider? Certainly not, but there
are common advantages and disadvantages to consider
when assessing the many available cloud services.

SECURING THE DEAL | MERRILLCORP.COM |

WORKING WITH CLOUD TECHNOLOGIES

PROS
+ Lower hardware, software & labor costs
+ Anytime, anywhere access
+ Easy to add new project administrators
+ Accessible, centralized information flow
+ Data backup & recovery
+ Easy document management
CONS
- Require reliable, strong internet
- Lack of transparency into services delivered
- Insufficient customer support
- Popular target of hackers
- May be incompatible with common applications
- Little or no product flexibility
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File-sharing service vs. VDR vs. SaaS application
At first glance, Virtual Data Rooms (or VDRs) look similar
to file-sharing and cloud storage services:

category, VDRs are cloud platforms designed to maintain security
when carrying out complex transactions throughout the world. But

+ Both store data digitally
+ Both are accessible online from anywhere
+ Both support virtual collaboration with investors,
companies and advisers

VDRs are generally inflexible technologies, having — like file-sharing
services — been shoehorned into the role of due diligence support.

However, the two are not synonymous. In fact, file-sharing and
cloud storage services have been proven to be highly insecure
and lack features to support enterprise-grade collaboration. As a

Enter Software-as-a-Service (SaaS) applications, a modern-day
replacement for traditional VDRs and consumer-grade cloud
services, designed from the ground up to meet the complex
requirements of real-time, global due diligence, whether that be
in support of fundraising, a buyout or M&A, or company and
investor communications.

CLOUD STORAGE /
FILE-SHARING

VIRTUAL DATA
ROOM

SAAS
APPLICATION

Size
Security

- Very limited
- Minimal security

+ Tiered sizing
+ Multiple layers of security

Support

- Minimal, if any, often only
via email
- Little to no insight into user
behavior
- Little to no ability to control
users and access
- One size fits all

+ Responsive technical product
support
- Cookie-cutter reporting and
basic user tracking
- Basic administrator rights

+ Unlimited space
+ Highest-level security
certifications & protocols
+ Domain expertise with local
language support
+ Customizable reports and
extensive user audits
+ Multiple layers of user
permissions
+ Customize size, indexing,
access & collaboration

Transparency
Manageability
Flexibility
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- Basic customization based
on project size
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members need to review which documents and pieces. This is
done by creating permissions-based roles within the application
as well as a strong folder and sub-folder hierarchy to differentiate
between types of content.
MONITORING INVESTMENTS
Alongside finding and closing deals, it’s essential to closely
monitor portfolio companies to ensure adequate performance. An
always-on SaaS application allows both parties — the investment
firm and its portfolio companies — a secure space for sharing
sensitive information and collaborating without fear of disclosure or
loss of crucial data.

A cloud application built for your
business
Technology shouldn’t get in the way of doing business. That’s why
an organized document management system is ideal in finding
and right-sizing deals, supervising portfolio companies and
updating investors on performance and returns. A SaaS application
is specifically designed to support private equity firms in every
stage of the fund lifecycle, from capital raising to deployment to
distributions and wind down.
SOURCING THE DEAL
Real-time, accurate information is vital when seeking investment
opportunities. Setting up a secure deal room virtually lets a firm
upload any received documentation to determine which team

SECURING THE DEAL | MERRILLCORP.COM |

EXECUTING TRANSACTIONS
Once a worthy deal opportunity arises, the SaaS application
aides in rapidly closing the transaction, especially during the
due diligence process. Easily and quickly store and organize
confidential information like client lists and contracts, operating
plans, financial statements and intellectual property assets so
appropriate parties have secure access to needed information.
An easy flow of information means closing the deal quickly and
confidentially.
In the inevitable case that a deal doesn’t materialize, user
permissions can be easily updated and/or revoked to protect
uploaded data. Additional document security features, from
watermarking to disabled printing and audit trails, help protect
data integrity and the firm’s confidentiality.

5

Protecting the crown jewels

Source: Ponemon Institute

A private equity firm’s intellectual property (IP) represents only a
small segment of its sensitive data. But it’s these trade secrets,
research, board deliberations, acquisition and strategy plans that
are critical assets in determining the future success of the firm and
its portfolio.
What makes it challenging to protect these valuable assets is that,
as digital interconnection grows with more businesses moving
to the cloud, much of this data is stored in multiple unstructured
repositories, such as cloud-based email. With the critical nature of
this data and ever-growing efforts by hackers to steal it, both by
direct infiltration and by targeting cloud services, private equity
firms face an increasing threat that must be addressed through
intense examination of internal protocols as well as those of
venders and contractors.
When a business’s “crown jewels” are stolen, the damage can be
irreparable. According to the Ponemon Institute’s 2017 Cost of
a Data Breach Report, the average cost for compromised data
stands at $141 per record lost or stolen. Even worse, a complete
loss of sensitive data threatens a firm’s overall existence.
Beyond the cost of an incident itself, there are long-lasting effects
on a firm’s revenue, reputation, trust and investor loyalty following
a breach. Data breaches or losses that go unreported for weeks,
months or even years, as was the case for Yahoo!, can be even
more destructive.
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$3.62
MILLION
AVERAGE COST OF A DATA BREACH

24,000
RECORDS

AVERAGE NUMBER OF RECORDS STOLEN
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NOTABLE CLOUD DATA BREACHES & LOSSES
DROPBOX
In 2016, the cloud company confirmed 65 million logins — 12% of user accounts at
the time — had been stolen and published online. The breach occurred in 2012 (four
years prior!) and users completed password resets at the time, the company said.
EQUIFAX
Sensitive information, including social security and taxpayer ID numbers, for more
than 146 million people was stolen during a cyber-attack of data broker Equifax’s
databases in 2017. Several C-suite executives were forced out or retired and the
fallout continues.
ANTHEM, INC.
The largest health insurer in the U.S. saw some 80 million medical records exposed
— data breach that resulted in a $115 million fine. Investigators discovered that
hackers smuggled data out the company via a file-sharing services.
CODE SPACES
A collaboration platform for software developers went from upstart to out of
business after a hacker infiltrated its Amazon Web Services account. When the
company declined to pay a ransom, the hacker destroyed nearly all its resources.
ONELOGIN
The identity management company (yes, really) revealed in 2017 that a hacker
accessed customer data by obtaining the key to its Amazon Web Services API.
Worse, the hack included some of OneLogin’s encryption keys, which could
decrypt the stolen data.
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What makes an application secure?
When evaluating cloud applications, especially those used for such critical tasks as due diligence and investor
communications, security should be a major factor in the decision. But security extends past the technology of the
solution. It’s about years of management philosophy put into rigorous practice at every level of a vendor company.

A CLOUD APPLICATION’S SECURITY CONSISTS OF THREE ELEMENTS THAT REQUIRE CLOSE REVIEW

		GOOD PRODUCT
		
When auditing a potential cloud application, attempt to fully understand how the technology is built (product architecture,
		
vendor infrastructure), implemented (hosting, firewalls, end-to-end encryption) and reinforced (incident management,
		
redundancy, data recovery) through reverse engineering and extensive reviews of product automation.
		GOOD PROCESSES
		
An audit should seek to confirm that an application uses the latest secure methodologies such as OWASP coding
		
practices, regular penetration testing and dynamic code reviews, as well as how the provider updates and invests in
		
improving its security. Also investigate how each vendor handles its own contractors and supply chain to protect its
		
internal and customer data.
		GOOD PEOPLE
		
Human error, malicious insiders and contractors are often the cause of data breaches or losses, so a provider audit should
		
include a review of human resources practices as well as the credentials, experience and longevity of its product teams.
		
It’s also key to learn how a vendor approaches compliance and whether the size, scope and experience of its risk
		
management team can fulfill that mandate.
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WHAT A PROVIDER AUDIT SHOULD LOOK FOR...

VERIFIABLE CERTIFICATIONS
Key to understanding a provider’s dedication to information
security is learning how it meets third-party compliance
requirements to earn recognized security certifications. Ensure that
the application has completed ISO 27001 and Service Organization
Control (SOC) 2 certifications and ask for the results of their latest
third-party compliance audit.
END-TO-END ENCRYPTION
While some cloud applications handle encryption automatically,
many vendors provide default encryption services, with some
less secure than others. Look for 256-bit SSL/AES encryption
and ensure that it is provided “end to end,” meaning starting at
the point of transmission and ending where decryption occurs.
Understanding how a potential vendor handles data encryption
should be among the first steps in the vetting process.

EXECUTIVE INVOLVEMENT
Seek out a technology provider that has the full backing of
the entire organization, from the executive ranks on down.
Security should be a way of life for the provider and not just a
“we check that box” promise. This is evident with management
enforcing security policies and programs.
EXCELLENT CUSTOMER SUPPORT
Often, it’s the lack of support once a cloud solution is in place
that leads to poor security. A detailed contract should outline
service availability, disaster recovery commitments, response
times and incident management. But even all of that isn’t
enough. The vendor should provide maximum flexibility and
or consulting on best practices for securing the data over the
long term. Given the global nature of private equity, support
must be 24/7/365 year-round and available in local languages.

FAIL Many cloud-based technology providers fail to fully support clients in maintaining security after implementation of their solution.
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A cloud application security checklist
ACCESS PRIVILEGES
Technology providers should demonstrate that they enforce
adequate hiring, oversight and access controls to enforce
administrative delegation.
+ Do they use multi-factor authentication?
+ How does the provider ensure privileged access is granted
to only the right people? – A MUST HAVE!
+ What physical and virtual safeguards are in place to ensure
integrity of client data.
REGULATORY COMPLIANCE
Enterprises are accountable for their own data, even when
inside a cloud application and should ensure providers will
undergo audits.
+ Have they achieved ISO 27001 certification? SOC 2 Type II,
(not just a SOC 2 Type I certification)? Are these certifications
global? – A MUST HAVE!
+ Do they have a documented commitment and investment plan |
for regular audits to maintain compliance?
+ Can they provide the finding of their most recent compliance
audits?
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TECHNOLOGY ARCHITECTURE
The design of a cloud application and how it is updated and
tested is critical to understanding if the provider’s product is
truly secure or not.
+ Do they use encryption at rest (data encrypted in storage) as
well as encrypt data in transit?
+ Do they utilize state of the art modular architecture or a legacy
integrated architecture?
+ Are there dynamic (ongoing) code reviews or is the product
code reviewed in static? How regularly are penetration
tests conducted? Does the provider support the use of the
most current, secure web browsers?
DATA PROVENANCE
When selecting a provider, find out where their data centers
are located and if they can commit to specific privacy
requirements.
+ Have they earned the requisite certifications for data centers
and operations?
+ Does the potential solution protect data in transit with 256-bit
SSL encryption? – A MUST HAVE!
+ Does it protect data in storage with 256-bit AES encryption? –
A MUST HAVE!
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DATA SEGREGATION
It’s critical to make sure a solution’s hosting providers
can guarantee complete data segregation for secure
multi-tenancy.
+ How does the solution ensure various customers’ data is
kept segregated from others? What about different groups/
stakeholders within the same company?
+ What are the physical and virtual protocols to ensure data
segregation and integrity?
DATA RECOVERY
Firms must make sure a provider has the ability to do a
complete restoration in the event of a disaster.
+ Does the provider offer automatic data redundancy across
multiple data centers? How many redundancies are there?
+ Does the solution provide geographic backups to other regions,
to ensure access to data in the case of data center outages? –
A MUST HAVE!
+ Does the solution meet your expectations for time to recover as
well as your requirements for data loss?
MONITORING & REPORTING
It’s not an easy task to monitor and log user activity, so ask for
proof that a provider can support investigations (and quickly).
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+ Does the solution offer detailed audit trails, providing insights
into how, when and where regulated data is being accessed,
shared, stored, printed and deleted? – A MUST HAVE!
+ Is there a federated view across all endpoint data that places
legal holds and preserves data for audits as needed?
BUSINESS CONTINUITY
Be sure to ask hard questions about the portability of the
firm’s data to avoid lock-in or potential loss if the provider’s
business fails.
+ Can administrators easily configure which files and folders are
backed up to ensure that sensitive corporate data is protected
without requiring full-disk encryption?
+ Does your solution include geo-location and remote restore and
wipe capabilities?

SOC 1 vs SOC 2
An SOC 1 report is for service organizations that impact or may
impact their clients’ financial reporting, e.g. accounting firms. SOC
2 report is for service organizations that hold, store or process
information of their clients, but would not directly affect their
income statement or balance sheet .
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Additional questions to ask
“What is your service level agreement (SLA)?” Read the SLA
carefully to learn what to expect from the provider, such as service
availability, disaster recovery commitments, response times and
processes to identify and resolve problems (incident management).
These are generic components of cloud-based services but it’s
imperative you ensure they’re outlined in specific terms.
“Where does your liability begin and end for a data breach
or loss?” Make a point of having a possible provider walk you
through, in clear and deep detail, exactly where the SLA marks the
beginning and end of their liability in the case of an outage, hack
or data theft.
“Are regular security testing and independent security
audits conducted?” What independent certifications does the
provider use to assure security standards are being met? Look
for certifications (see previous checklist) that review a provider’s
security controls, availability, processing integrity and information
privacy or confidentiality.
“Please tell us about previous data breaches or hack attempts?
How do you fend them off or recover from an incident?”
Every single provider has been on the receiving of an attempted
cyber-attack. They should be ready and willing to talk about their
experiences and the key lessons learned along the way as well as
how they’ve evolved their defenses.
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“In addition to certifications, what security or technologyrelated awards has your solution(s) received?” It’s often no
secret what the best technologies are — and they’re often the
recipients of frequent awards in recognition of their capabilities.
“Can you provide contact details for some of your current
customers?” Just like job references, it’s essential that you can
speak with peers (preferably C-level) at other companies who
have gone through the implementation process with the provider
under review.
“Are we able to have trial access to the cloud environment?”
This will help you to quickly understand exactly what types of user
controls, permissions and reporting functionality is available as well
as have your IT team perform a clear analysis of how the product
would meet your organization’s needs. Seeing a product in demo
form only could be a red flag.
“What kind of post-implementation support, training or
consulting is provided? What is the additional cost, if any?”
When selecting a cloud application, this can often be the biggest
and most important differentiator, especially if multiple providers
check most of the same boxes in your organization’s security
checklist.

24 / 7 / 365
Seek out a vendor that provides 24/7/365 support
throughout the world and in multiple languages.
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Conclusion
While pricing and functionality might be what initially attracts private equity firms to
a cloud-based solution, the number-one consideration is confirming that it provides
ironclad security and protects critical data and IP as well as helping you streamline the
due diligence process and closing the deal. To ensure you receive the highest levels of
security, as promised, an initial solution review should focus on completed compliance
audits, certifications received, encryption standards and the service level agreement, as
well as ensure the vendor has the right mix of product, procedures and people to carry
out its stated security practices.
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About Merrill Corporation
Merrill Corporation provides technology-enabled platforms for
content sharing, regulated communications and compliance services.
Merrill clients trust our innovative cloud-based applications and deep
subject expertise to successfully navigate the secure sharing of their
most sensitive content, perfect and distribute critical financial and
regulatory disclosures, and create customized communications across
stakeholders. Merrill clients turn to us when their need to manage
complex content intersects with the need to collaborate securely
around the globe.

To discuss how Merrill Corporation can help you manage and share
content securely online, please contact us.
US Phone		
EMEA phone 		
APAC phone 		
Email			
Website		

888.688.4400
+44 (0)20 3031 6300
+852 2536 2288
info@merrillcorp.com
merrillcorp.com

Merrill Communications LLC. All rights reserved.
All trademarks are property of their respective owners.
© MERRILL COMMUNICATIONS LLC. ALL RIGHTS RESERVED.
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