CCPA CHECKLIST FOR THE DATA ROOM

HOW TO CHOOSE THE RIGHT SERVICE PROVIDER FOR DUE DILIGENCE TO SUPPORT NEW
REGULATORY AND COMPLIANCE REQUIREMENTS

The California Consumer Privacy Act (CCPA) went into effect January 1, 2020. This groundbreaking legislation
creates new consumer rights relating to the collection, processing, and retention of personal information
obtained by businesses.
One area where businesses may see impact is in the M&A lifecycle. To help you ensure compliance and minimize
risks, we have developed a CCPA checklist to use when selecting your next data room.
While this checklist is as up-to-date as possible, please note that the CCPA is continuously being revised, so some
requirements may change.
CCPA Data Room Checklist
1. Does the data room have independent certifications to evidence its adherence to data security?

YES

NO

2. Does the data room provide a granular document security and robust audit trail down to the
page level?

YES

NO

3. Does your data room partner have a data retention policy that requires deletion of documents upon
project closure?

YES

NO

4. Does your data room partner maintain a Data Subject Access Request process?

YES

NO

5. Does your data room partner have a security breach response plan and team in place?

YES

NO

6. Does your data room store data within the United States?

YES

NO

7. Has your data room partner carried out a Data Privacy Impact Assessment (DPIA)?

YES

NO

8. Is your data room partner’s staff regularly trained to handle data in a secure, confidential, and
compliant manner?

YES

NO

9. Does the data room maintain Redaction functionality, minimizing disclosure of non-relevant
personal information and maintaining documents and information in one location?

YES

NO

10. Does the data room maintain Q&A functionality that is managed, tracked and audited within the
data room, centralizing deal communications?

YES

NO
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+ Merrill regularly conducts mandatory Security Awareness and Data Privacy training for all employees.

Fast Setup: Opportunities can arise quickly, and Merrill DatasiteOne is built for
rapid implementation no matter the size or complexity of the deal and site content.
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insight into what information is downloaded, printed, forwarded or copied.

If you have a new transaction on the horizon and want to speak to us about our compliance or any other matter,
+ Advanced Q&A: Manage buyer groups through question limits and approvals,
please feel free to contact us at info@merrillcorp.com or www.merrillcorp.com.
automatically route questions to the category experts, import and export data to
Excel while preserving the audit data in DatasiteOne.
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Best-in-class Support: Merrill’s dedicated team of proven subject matter experts
is well-versed in a wide variety of deal types and available around the clock.

+

Constant Project Readiness: You’re always prepared for the next round of activity,
including the post-merger phase and reporting to stakeholders and regulators.
Comprehensive audit reports, deal room archives, data removal, content transfer
and storage options support a smooth transaction.

FINANCIAL TRANSACTIONS & REPORTING
Merrill DatasiteOne lets you focus on the deal, not the
MARKETING & COMMUNICATIONS FOR REGULATED INDUSTRY
data room. Whether it’s due diligence, content management,
CUSTOMER CONTENT & COLLABORATION SOLUTIONS
document formatting and printing, or conferencing facilities
you need, Merrill can help.
Merrill’s DatasiteOne Diligence application provides the world’s leading investment banks, private equity firms,
law firms and corporations with tools to simplify, streamline and accelerate the due diligence process, helping
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