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Sidley Austin: Navigating private 
equity’s GDPR challenge   
The EU’s GDPR not only presents a challenge to companies, but also to 

private equity firms, particularly those that invest in European businesses 

and have European investors.  

It’s not just that a firm has to be compliant with GDPR at the fund level. 

They also have to ensure all their future acquisitions are compliant, 

and take on some responsibility for ensuring that all the many different 

companies within their portfolios are, too. That’s no small feat. 

Global investment firm Blackstone, for instance, has almost 100 companies 

in its private equity portfolio. 

To add to the challenge, William Long, global co-leader of Sidley Austin’s 

privacy and cybersecurity practice, says: “most private equity firms  

don’t have a large compliance team in comparison to some other 

corporates - which adds to the challenge.”

Dotting the I’s and Crossing the T’s  

It is a challenge, however, that the private equity industry has been taking 

just as seriously as the corporate sector. They have had to. While no 

private equity firm, or portfolio company, has yet been fined by regulator 

for GDPR non-compliance, companies have and the potential risk is high.  

“There may be a lot of potential exposure at the portfolio company level,” 

says Long, adding that the main concern is “that the liability can travel up 

the chain to the private equity firm.”

CASE STUDY



It is this piece that is particularly complex in respect to GDPR 

compliance. It involves each private equity firm mapping out and 

understanding exactly where all the individual responsibilities for data 

protection and potential liabilities lie for each of the companies they 

invest in and manage. 

Every portfolio company, for instance, has its own compliance risk 

determined by the volume and value of personal data it holds. 

Companies operating in sectors such as retail, leisure, healthcare and 

financial services all hold vast swathes of personal customer data, 

which mean they are at a higher-risk of a GDPR infringement than 

other companies in less data-heavy sectors. 

However, even these companies will have customer lists, for instance, 

which may not have the necessary marketing consents under GDPR or 

are being maintained securely. 

Extending Due Diligence into Data Security  

Due diligence on data protection has, therefore, become a much 

more intensive process for private equity firms and their advisers, 

requiring an extra layer of focus and attention on detail.  

“Traditional due diligence questionnaires need to be done on data, 

but rather than applying a limited approach one needs to push 

those responses and dig down to a greater level of detail,” says 

Long. “Acquirers also need to look more on the technology side and 

potentially carry out more detailed technical analysis of the actual 

systems and architecture and any potential security failings. Due 

diligence is needed at both the technical level and the legal level.”
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